The increase in multimedia content on the Internet has created a renewed interest in quality assessment. There is however a main difference from the traditional quality assessment approaches, as now, the focus relies on the user perceived quality, opposed to the network centered approach classically proposed. In this paper we overview the most relevant challenges to perform Quality of Experience (QoE) assessment in IP networks and highlight the particular considerations necessary when compared to alternative mechanisms, already deployed, such as Quality of Service (QoS). To assist on the handling of such challenges we first discuss the different approaches to Quality of Experience assessment along with the most relevant QoE metrics, and then we discuss how they are used to provide objective results about user satisfaction.
Introduction
In the past years Traffic Monitoring and Measurement has been the focus of active research within the networking community. In particular, one important topic in the area has been the network performance analysis [1, 2] , which is centered in developing mechanisms for efficient Quality of Service (QoS) and Service Level Agreement (SLA) assessment in the network [3, 4] . QoS assessment addresses the different challenges associated with the accurate computation and estimation (most of the time) of network level metrics, such as, One-Way Delay, Jitter, or Packet Losses. Until recently, most approaches were network oriented and only considered the SLA among network operators and big content providers. This monitoring and measurement methodology has become insufficient as new types of content have emerged on the Internet. As a consequence, in the recent years the multimedia content consumed by the users has dramatically increased, users are constantly downloading video streams, using videoconferencing applications, or even broadcasting their own video streams to the Internet, which, given the sensitivity of such traffic in terms of delay and packet loss, imposes tighter constraints on the end-user network and applications for a reliable content delivery, opposed to the inter-domain agreements of classic SLA. Therefore, the interest of Content Providers and Network Operators on offering a successful multimedia experience to the users becomes more important than just considering specific network performance parameters. This evolution offers new business models where the relevant factor, and the source of revenue, is not the network or even the content by itself, but rather the degree of satisfaction achieved by the customers who are paying for the service. Therefore, as a side effect, a renewed interest has appeared in operators and content providers to search for mechanisms capable of assessing such user satisfaction through Quality of Experience (QoE) techniques. These techniques can be exploited in order to offer Autonomic Network Management (ANM) capabilities to their networks, e.g., by automating the resource reservation and the traffic engineering through user satisfaction aware metrics.
In the scenario described, QoE assessment requires the definition of a new set of metrics, which must be able to objectively assess the end-user satisfaction. However, in practice, this is a challenging issue because the evaluation involves a number of subjective factors, usually not related to the network performance, e.g., the mood of the user, or the responsiveness of the system, opposed to the classical QoS assessment platforms, which are mostly network centered.
To better understand the new challenges of QoE assessment in multimedia applications, in this paper we overview the different approaches currently available for the QoE evaluation of the delivered multimedia experience, and as an use-case, we highlight the main issues that must be solved in IPTV scenarios.
The rest of the paper is organized as follows, in the next section we overview the different techniques for QoS assessment, addressing specifically the most useful for the QoE environment. In Section 3, we highlight the different approaches for QoE Measurement, which leads to the introduction of the specific metrics used in this environment in Section 4. We continue our dissertation in Section 5 by highlighting the different challenges we must face when designing a complete QoE assessment platform. Next we detail, as an use case, the issues found in the QoE assessment in an IPTV network, and finally in Section 7 we conclude with a summary of our contribution.
Background
This section discuses metrics and techniques historically used as a starting point for objective network quality assessment. In particular, metrics used in the QoS area which are the basis for some aspects of QoE assessment are described.
The efficient assessment of real-time multimedia applications, such as video streaming, mobile IPTV, urban monitoring cameras and other kinds of audio and video applications, is a key requirement to the success of all-IP networks. The quality level control of multimedia services aims to maximize the user's satisfaction and the usage of network resources, as well as, to keep and attract customers, while increasing the profits of network providers.
Differently from traditional applications, such as Web browsing and File Transfer Protocol (FTP), where the quality of network delivery is not critical, given that these applications are elastic and can tolerate certain amount of network impairments, multimedia services need the content delivery with low impact on the voice and video quality levels perceived by users. However, due to the nature of IP-based networks, various types of network impairments occur along the communication paths, which need to be measured and managed.
Most Quality of Service (QoS) assessment techniques are based on network measurements to control the quality level of applications in wired and wireless systems [5] . Existing QoS metrics, such as packet loss rate, packet delay rate, packet jitter rate and throughput, are typically used to indicate the impact on the video quality level from the network's point of view, but do not reflect the user's perception. Consequently, these QoS parameters fail in capturing subjective aspects associated with human experience. These network layer objective metrics are defined as follows:
-One Way Delay: the amount of time from the packet generation until its reception at the destination [6] . Reasonable values for this metric range from milliseconds for Real-Time Interactive (RTI) traffic to minutes in some Video on Demand (VoD) scenarios, such as Peer-to-Peer TV (P2PTV). -Packet Loss: a packet loss is a packet generated in a node, but which does not reach its destination due to network issues [7] . Packet loss is the first cause of QoS and QoE disruption, since if a packet is lost, and not retransmitted on time it will get discarded, consequently producing video or audio disruptions. In real-time scenarios packet losses can be caused by buffer underruns or by network malfunction. -Jitter: after packet loss, jitter is the second cause of service disruption. Jitter is defined as the variation in delay of consecutive packets in the stream [8] . If there is high jitter in the network it can cause buffer underruns, and therefore packet losses in the communication. Jitter is smoothed in the application layer with the de-jitter buffers, which increase delay, but reduce quality degradation.
In order overcome the limitations of current QoS-aware measurement schemes regarding subjective aspects related to human perception and to enable more accurate assessment of the quality experienced by users, Quality of Experience techniques have been introduced [9, 10] . QoE measurement operations in wired and wireless system can be used as an indicator of how a networking environment meets the end-user needs. Existing quality metrics aim to meet wider expectations by providing a good correlation with subjective ratings, cross-content, cross-distortion accuracy, and low computational complexity in order to enable in-service applications.
QoE Measurement Approaches
Two main QoE assessment approaches are receiving an important attention from industry research groups, commonly referred as Content Inspection/Artifact-based Measurement and Network-based Measurement. The former operates in the decoded content and can be configured to calculate the application quality level by using QoE metrics that range from simple pixel-to-pixel comparison schemes to sophisticated Human Visual System (HVS)-based frame-level artifacts analysis [11] . While the latter aims to predict the multimedia quality level based on information gathered from packet and network conditions without accessing the decoded video [12] .
Objective and subjective content inspection measurement approaches are used to find distortions that can be introduced at any stage in the end-to-end multimedia delivery system, such as coding/decoding or network congestion. Existing objective video quality assessment models have been developed to estimate/predict the quality level of multimedia services by using QoE metrics that approximate results of subjective quality assessment [13] . QoE subjective measurements assess how audio and/or video streams are perceived by users [14] , i.e., what is their opinion on the quality of particular audio/video sequences, as described in ITU-T recommendation BT 500 [12] .
Content inspection measurement solutions can be assessed with No-Reference (NR), Reduced-Reference (RR) or Full-Reference (FR) approaches. The FR method accesses the original and received content in the evaluation process. The RR uses an alternative channel between senders and receivers to transmit the parameters of the delivered content in a reduced way or use watermarking schemes, while the NR approach assesses the content quality level without any knowledge of the original material.
Due to the time and processing demands, as well as feasibility issues of contentbased assessments, multimedia quality prediction mechanisms can be used. These schemes predict the quality level that a specific content will have after the encoding process, based on the encoding parameters, packet inspections, and network conditions. Further processing of the original data is not required, minimizing this way the associated complexity and resource consumption. Opposed to this, network-based approaches verify all transmitted packets related with the application, the main issue is that such approaches need to perform deep-packet inspection. Additionally, they need to gather information about the current network conditions, such as packet loss rate and packet one way delay, to be used in the predictive process. The final quality level assessment decision can be taken based on previous information together with information about the multimedia characteristics, such as frame-rate, Group of Picture (GoP), frame type and dependence only available at application level.
Hybrid Content Inspection and Network Measurement approaches have also been proposed [15] . The main reason for the development of this kind of scheme is to allow network operators to combine the benefits of the two previous approaches and adjust performance, complexity and feasibility, as well as operational cost issues according to different needs, multimedia content type, networks and equipments.
Metrics
A metric is defined as "a system of related measures that facilitates the quantification of some particular characteristic" 1 , and as such it implies a well defined and measurable component. However, when defining metrics for QoE assessment there are many subjective factors which might bias the user satisfaction towards a service, hence increasing the complexity of computing objective metrics. As a consequence, there are notable research efforts in objectifying such factors in order to have a measurable value of the user satisfaction in general.
The Mean Opinion Score (MOS) is metric typically used in QoE scenarios as we will detail later in this section. There is however, a main drawback of using this metric alone, because it only considers video and audio quality, ignoring other important aspects such as application responsiveness or degree of interactivity, which are also relevant for a complete QoE assessment framework.
Many alternatives have been proposed regarding classification schemes of mechanisms for video assessment [16] . Going beyond those approaches, we propose a more generic classification, which considers not only the video quality assessment methods but also other classes of metrics not directly related to perceived video quality. The two different types of metrics are, i) direct metrics, and ii) indirect metrics. The direct metrics are those which directly affect the perceived quality of the multimedia flows, while indirect metrics refer to other factors such as response time, or degree of interactivity, that impact on the service usability, but do not affect directly to the multimedia traffic. Both direct and indirect metrics have different relative importance depending on the service, and they affect the perceived experience in the delivered service in different ways.
Direct Metrics
Direct metrics consider factors that directly affect the user perception of the multimedia experience, i.e., received audio and video quality. Direct metrics are obtained from various types of data (potentially at different layers), such as delay variations or packet (frame) losses related with network performance, and codec information as determined by the application.
There is a broad diversity of direct metrics, it is not the goal of this work to provide a full list, but instead we refer to the most relevant metrics in the area of video quality assessment. For a more detailed list the reader is referred to [15, 16] .
-Peak Signal to Noise Ratio (PSNR): it is a basic, yet important metric that assesses the similarity between two different images. It uses the Full Reference QoE measurement approach described above. PSNR computes the Mean Square Error (MSE) of each pixel between the original and received images, represented in dB. Images with more similarity will result in higher PSNR values. -Structural Similarity (SSIM): the main drawback of PSNR is that it does not consider how human perception works, hence in some cases it cannot detect some human perceptible video disruptions. To address this shortcoming, SSIM combines luminance, contrast, and structural similarity of the images to compare the correlation between the original image and the received one. Similarly to PSNR, SSIM is also based on the Full Reference scheme. -Video Quality Metric (VQM): improving the approaches described above, VQM detects human perceivable artifacts on the images, by considering blurring, global noise, and block and color distortions. This metric also uses the original video, hence using the Full Reference QoE measurement approach.
-Mean Opinion Score (MOS): MOS was originally devised for audio streams, it combines delays, perceived jitter at application layer, codec used for the communication, and packet losses-also at application layer. In the area of video QoE assessment can be considered as a meta-metric given that it considers values from other metrics to generate the final computed user perception. The most used extension of MOS was proposed in [17] where the authors propose a mapping between PSNR and MOS.
All the above direct metrics have the main issue that they require the presence of the original video frames in order to compare and assess the user perceived QoE. On the other hand, when there are no reference points of analysis, the solutions require low level performance information about frame losses, delays, and jitter, using the NR and RR models above, as we found in the Moving Pictures Quality Metric (MPQM) model-with its particular implementation V-Factor-in the context of IPTV traffic [18] . Whilst MPQM results are less accurate than the ones obtained with the previous approaches, it is usable in more scenarios, in particular when performing real-time assessment or in environments where the source video is not available.
Indirect Metrics
Indirect metrics consider properties that affect the multimedia experience, but that are not directly related to the quality of the multimedia content, such as artifacts that might cause undesirable side effects that affect the final user perception of the service. It is worth noticing that indirect metrics have not been studied in detail in the networking area, where the focus has been clearly centered in the network performance and in direct metrics assessment. Nevertheless, as the multimedia applications continue to expand, this research area will become more appealing in the near future.
Given their nature, indirect metrics are closely related with the type of delivered service, and in general they require access to application or run-time information since they depend on user actions such as pressing the "play button". In this work, we describe the most relevant indirect metrics for the assessment of video applications.
-Start-up time: this metric defines the time span since the user queries the system about a specific content until he/she receives it. A classic example of this is the waiting time experienced by an user from the time he/she clicks on a video link until the video is actually reproduced on the user's screen. -Response time: this metric is an extension of the start-up time. It is defined as the time span since the user issues a command or performs an action until it is acknowledged by the system and an answer arrives at the user, e.g., when the user pauses a video. In video-conferencing this metric is interpreted as interactivity degree, which determines the fluency of a conversation among the conference participants. -Delivery Synchronization: when several users are using a service, the content should be received at the same time by all the participants. This is critical in on-line gaming where the users need to react fast to the actions of others. -Freshness: this metric specifies the time span from content generation until its reception by the user. It is specially important in live video streaming, where the users want the content as fast as possible (e.g., to celebrate a goal in a football match). This metric greatly affects applications performing live streaming in P2P networks (P2PTV). -Blocking: this metric is closely related the direct metrics because it models the jerkiness of the video, normally caused by empty buffers on the receiver.
As it can be observed, all the above indirect metrics are related in one way or another with the computation of time intervals. The issue of time interval computation has been broadly studied in the QoS and performance analysis fields [1] , which involves high precision time synchronization techniques between the end-points. Luckily, in the area of QoE, such sub-millisecond accuracy is not required, since in most scenarios, human perception has resolutions which range from tens to hundreds of milliseconds, which is fairly easy to accomplish with state-of-the-art hardware.
Challenges
When designing a QoE assessment platform many factors must be considered. In this paper we focus our the discussion on highlighting the main concerns found in such designs in the area of multimedia applications.
It is not our goal to propose an integrated solution for QoE assessment, but rather to identify the main issues from two different viewpoints, namely, issues related with data acquisition, and issues related with results analysis and interpretation.
Data Acquisition
Any measurement platform, whether it is aimed at QoS or QoE assessment needs to collect data. Classically in QoS environments such traffic collection involved computationally intensive operations coping with huge amounts of data in high speed links which forced sampling [4] or data aggregation schemes to provide some means of scalability. Contrary to this, in the case of QoE environments, since we are coping with user perception, we cannot use backbone equipment to measure network performance, because the traffic collection must be issued as close to the end-user as possible to have an accurate estimate of the user's perception. This has the advantage that the amount of data to process is greatly reduced at the user end-point. But, despite of this, if the application does not have any integrated measurement techniques, it greatly complicates the traffic analysis, given that application dependent data is necessary. On top of that, when using handheld mobile devices, in general the computational constraints and battery life can impose important issues to perform such assessment.
When acquiring the information in order to assess the QoE level, we have to answer three different questions, i) Which information do we have to acquire?, ii) Where do we have to collect it?, and iii) How do we perform the acquisition?. The Which is determined by the metric selection, while the Where and the How determine the accuracy we will obtain. These issues are further detailed in the next sub-sections.
Metric selection:
The context in which the collection is performed will determine the metrics that can be computed and the QoE measurement approach that can be used, i.e., FR, NR, RR. Moreover, this selection will have critical impact on the assessment accuracy.
Normally, when working on real-time QoE assessment platforms the original transmitted data is not available. This implies that Reduced Reference or Non Reference techniques must be used, and thus accuracy will be bounded, specially when Non Reference is used. On the contrary, Full Reference techniques guaranty more accurate results, but with the limitation of not being usable in real-time environments.
Another aspect regarding the accuracy is related on whether we have access to application dependent information. The critical issue in this case is Where to perform the assessment, e.g., in the end-user application, at IP layer in the end-user host, or in the egress router. Choosing the location Where to perform the analysis will determine How the data acquisition must be performed. As an example, QoS solutions classically use the egress router of the network to perform the traffic analysis. At this point, gathering application dependent data is challenging, specially regarding the computational demands of deep packet inspection, and the broad range of applications and configurations existing nowadays. When the acquisition is done locally at the end user's premises (e.g., in the set-top box in IPTV environments), more application dependent information is available, such as used codec, which greatly improve the computed QoE accuracy. Finally, if the gathering is performed by the end-user's application, we have access to user's important data, such as, user perceived delays and losses, and status of the de-jitter buffers, which help further increasing the accuracy of the user perceived QoE.
Results analysis
Selecting the proper metrics, and performing an accurate metric computation is only the first step to a successful QoE assessment. The next step is to decide whether the user is satisfied or not. In general, it is broadly accepted that the lower threshold for a successful experience of a video transmission is a MOS value of 3. Nevertheless, as we have highlighted in Section 4, MOS is derived from other metrics, which in some cases do not consider all the necessary factors for a complete assessment. On top of that, depending on the type of the offered service some metrics-specially indirect metricshave radically different constraints.
To illustrate this point let's consider three different types of service, namely, Real-Time Interactive (RTI), Video on Demand (VoD), and Live Streaming (LS). On-line gaming platforms and video-conferencing are examples of RTI applications, while generic video streaming applications belong to the VoD category, where the streamed content is not live, but stored in a particular location and then it is reproduced. Finally, streaming applications fall in the LS category, where live content, such as sport events, is streamed to the end user. Table 1 details the effects of direct and indirect metrics on the different categories of applications identified above. It can be observed in the table that each metric affects each application category in different ways. We grouped the direct metrics together because all assess the image quality, differing only on the methodology and accuracy but not on the effects depending on the service category. Metric In the table we can notice that RTI applications are very sensible to all the different metrics, both direct and indirect, since interactivity forces the use of small de-jitter buffers and, due to required small lags in the communication, using retransmissions is not feasible. Another important point to consider is the Delivery Synchronization, when several (more than two) users are sharing a video-conference. If the reception of the audio and video is not synchronized among the interlocutors, it will add unnecessary noise to the conversation, e.g., when one participant is responding to a statement, while some of the others are still listening to the previous sentence.
In the case of VoD applications, the constraints are more relaxed, specially for the indirect metrics. Since Delivery Synchronization and Freshness have little or no interest in this case, as the user selects the content to view individually and is not interested on its age or if anyone else is also receiving it. Regarding the start-up time, it determines the waiting time until the video starts at the destination. High values in this metric can be annoying, but users can cope with lags up to several seconds without much concern. The effects are similar for the Response Time, since in this case, when a user, e.g., wants to fast-forward a video, normally a small lag in the action is acceptable. As expected, the direct metrics have a relevant impact in VoD. But depending on the transmission protocol, the frame losses can be greatly avoided by retransmissions given the large de-jitter buffers used by these applications.
Finally regarding LS, this type of service has tighter constraints than VoD, but looser than RTI. In such environments, the content should arrive as fast as possible to its destination, because the user wants the contents in "real-time", and if the start-up takes too long, or the content is not "fresh" compared to other sources, the user can decide to switch to other means of broadcasting, e.g., digital TV, satellite, and thus the revenue of the provider will decrease. Another relevant metric in this type of service is the Delivery Synchronization. For instance, if someone is watching a sport event, and is receiving the contents delayed relatively to other sources, the user is most likely to switch to this other delivery system to have more up-to-date content. On the contrary, the Response Time has low relevance in this case, because, in general, in such live events the actions the user can perform are very limited (i.e., stop the playback).
It can be noted that regardless the application category, all metrics are affected equally by the Blocking, this is caused because, even with large buffers, a multimedia stream must be played smoothly on the end-user premises for a proper QoE.
Use-case: IPTV
The use of IPTV services has been growing up in the recent years, and the user perceived quality is the most important feedback parameter for providers. Recent studies have shown that 84 percent of IPTV providers think video quality monitoring is critical or very important for the success of the business.
Unlike QoS assessment operations that are performed along the communication paths, QoE measurements in IPTV scenarios involve coding/decoding processes, analysis of the transmission links and user perspective, as presented in Fig. 1 . In fixed and mobile IPTV systems, most of the technical challenges are related with terminal capabilities, wireless/wired links, business, mobility issues and QoS and QoE control. In order to simplify the explanation of this use case, only QoS and QoE measurements will be explored. It is assumed the delivery of a MPEG-4 AVC/H.264 High Definition video over Digital Subscriber Link (DSL) IPTV access networks, commonly used in North American and other countries. The GOP length is 32 frames with IBBBP structure to allow a high quality, and the packets are transported over RTP/UDP/IP.
In the first example, Network-based Measurement is configured in the system to assess the quality level of the IPTV service. A centralized assessment mechanism (distributed schemes could also be used) is placed in the access network to predict the video quality level based on information about packet header, packet payload information and network conditions, without decoding the ongoing video content.
The mechanism verifies all packets being delivered associated with the IPTV service, by accessing the packet beyond layer 2 information and collecting data about the frame type, frame dependency, GOP, transport protocol, content characteristics, packet loss rate, packet delay rate and packet jitter. Together with utility function models [19] for IPTV applications, this mechanism maps network-content based information into user utility function and presents a final score about the quality level of the delivered application. For instance, if an I frame was lost and due to the application framedependency, it will result in 14 impaired frames and low quality video sequence will be received.
Unlike the previous approach, the Content Inspection/Artifact-based Measurement scheme studies the decoded video by using objective metrics. The assessment can be done in network edges, in the set-top box, or even in user's terminals. To provide realtime measurements, Non Reference metrics are used to define the IPTV quality level, such as blockiness, blur, flickering and noise. In this example, the blockiness is configured as an objective metric and each blocking artifact has at least one visible corner. After decoding the video, the mechanism measures the absolute difference of pixels luminance (intra-pairs and inter-pairs) and outputs a ratio between the sum of pixel intraand inter-pairs difference as a quality score. Based on utility function and blockiness values, a final result is contained to inform the quality level of the IPTV service.
Conclusions
In this paper we overviewed the different challenges found in the design of QoE assessment platforms. The study focused on the case of video delivery over the network. As we observed, the first step to have a full-fledged QoE assessment mechanism is to decide which are the most suitable metrics for the quality assessment. To ease the selection the metrics were separated into two different categories, direct and indirect. Direct metrics have been the most studied, these type of metric require specific information about the delay variation and the packet/frame losses in order to assess the quality of the received image from the network point of view. As we pointed out, depending on the amount of available information, three different models can be used, namely, Full-Reference, Reduced-Reference and No-Reference, each one with different requirements and levels of accuracy.
The main challenges concerning data acquisition and results analysis were identified. Regarding data acquisition, we have discussed that three questions must be answered prior to the design of the assessment framework, namely, Which, Where and How. The answer to these questions will determine the different capabilities that will be deployed in the assessment system.
Finally, and as a use case we discussed about a broadly used service, i.e., IPTV, where we detailed the different steps and requirements that must be met in order to deploy a sound QoE assessment platform for such a service.
